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ABSTRACT

This paper introduces a new notion called Veri-
fication & Validation (V&V) Lifecycle Method-
ologies, examining what V&V is, and expanding
its scope to the entire software lifecycle (much
beyond traditional methods of software testing).
V&V Lifecycle Methodologies are streamlined
and efficient, yet highly holistic and concisely
measured step-by-step threaded and sequenced
approaches to predictively and deterministically
building-in software quality as it is developed
across the entire software lifecycle. V&V isre-
cast in a much more holistic definition and ap-
proach, based on a rapidly maturing V&V dis-
cipline, solid empirical data, and recent inno-
vations in metrics-based software quality and
reliability management and engineering.

WHAT ISV&V?

According to the IEEE Standard Glossary of
Software Engineering Terminology [1], V&V is
defined as the process of determining whether:

- Requirements for a system or component are
complete and correct.

- Products of each development phase fulfill
the requirements or conditions imposed by
the previous phase.

- Final systems or components comply with
specified requirements.

What this means is that if deliverable software
products, usually non-deliverable by-products of
the software process, and fina integrated sys-
tems al satisfy their specified requirements,
successful V&V has occurred. A ssmpler way
of saying the same thing, is that V&V is the
process of successfully eliminating software de-
fects from all software lifecycle artifacts on a
stage-by-stage basis, before testing begins

MYTHS & MISCONCEPTIONS

Unfortunately, there are many different percep-
tions of what V&V is, and new definitions are
being created across the world all of the time.
The author has been retained to derive new
definitions of V&V for international standardi-
zation despite the plethora of existing defini-
tions. But, the challenge of successfully defin-
ing, managing, and using V&V doesn't end
there, as many myths and misconceptions
abound about what V&V is (making it one of
the most difficult and confusing software disci-
plines to be a part of):

- V&V, qudlity, and testing are often equated:
V&YV is the process of eliminating defects
from software artifacts across the software
lifecycle. Quality is a process of ensuring
that al specified software processes have
been properly executed. Testing is a process
of dynamically executing software after it is
complete. Many practitioners equate these
three forms of processes, designate them as
a single labor category, and often reduce
V&V and quality to the mere act of testing.

- Quality and testing are often equated: Once
again, quality processes and labor categories
are often reduced to testing.

- Testing and V&V are often equated: V&V
processes and labor categories are also often
reduced to testing.

- Testing is believed to be sufficient: Even
when V&V and quality processes and roles
are well understood, testing itself is per-
celved to sufficiently replace them.

- V&V is often confused with IV&V: The
role of V&V is an inherent part of software
management and engineering, and even spe-
cialized labor categories internal to software
lifecycles. V&V is the process of V&V




carried out by an independent group other
than the principal software managers and
engineers, for the purpose of ensuring ob-
jectivity. 1V&V is often designated to be
carried out by an independent third party
contractor or wholly external organization,
also for the purpose of ensuring objectivity.
Unfortunately, 1V&V is often, but not al-
ways, reduced to the process of testing.

- IV&V is believed to be better than V&V
Lifecycle Methodologies. It is aso popu-
larly held that IV&YV is a necessary part of
mission critical software development. The
notion being that 1IV&V can successfully be
used to objectively eliminate defects, that
software managers and engineers are unable
to, based on an objective viewpoint.

At the very least, this paper will attempt to de-
fine what V&V and testing are, differentiating
between them sharply. This paper will mini-
mally alert the reader to the notion that quality,
testing, V&V, and IV&V processes are not
equal in definition, execution, or effectiveness.
And, hopefully, this paper will begin to dispel
some of these deeply ingrained myths and mis-
conceptions concerning V&V.

V&V APPROACHES

Three unique V&V approaches will be identi-
fied and briefly explained here. The objectiveis
to call out important software industry V&V
perspectives. These three V&V approaches will
be placed in the proper context, and the most
appropriate and attractive form of V&V will be
illuminated. Appropriateness and attractiveness
will be defined from the perspective of the soft-
ware under development, and ultimately the
customer or user of the final software product.
The approaches that will be examined here are:

- Testing (Post Process): Testing is a popular
though extremely limited V&V approach
that encompasses dynamic execution of
hard-coded software.

- Lifecycle Frameworks (In Process): Lifecy-
cle frameworks are V&V approaches that
manifest themselves as encyclopedic tax-
onomies of abundant software defect elimi-
nation techniques.

- Lifecycle Methodologies: Lifecycle meth-
odologies are holistic and integrated step-
by-step metrics and measurement-based ap-
proachesto V&V.

Testing (Post Process)

Testing is a popular, yet extremely limited form
of V&V, which encompasses dynamic execu-
tion of hard-coded software. It isreferred to as
post process, because testing generally occurs at
the very end of software lifecycles, usually after
all resources have been exhausted, and much too
late to eliminate the population of latent soft-
ware defects. Testing is also the most ineffec-
tive and expensive of the three approaches dis-
cussed in this paper. Testing is considered less
effective because it requires an order of magni-
tude more resources than lifecycle methodolo-
gies, and would take too long to eliminate the
population of latent software defects.

Testing Techniques

Testing is broadly classified and divided into
two categories, white box testing and black box
testing. White box testing is interna or struc-
tural testing designed to examine and even dy-
namically exercise hard-coded software, to in-
clude these popular testing techniques:

- Fow Graph Notation (Basis Path).

- Cyclomatic Complexity (Basis Path).
- Deriving Test Cases (Basis Path).

- Graph Matrices (Basis Path).

- Condition (Control Structure).

- Dataflow (Control Structure).

- Loop (Control Structure).



Black box testing is external testing designed to
analyze and exercise hard-coded software with-
out examining its internal structure:

- Graph Based Methods (Specification).

- Equivalence Partitioning (Specification).
- Boundary Value Analysis (Specification).
- Comparison (Specification).

- Interface Misuse (Interface).

- Interface Misunderstanding (Interface).

- Timing (Interface).

- Serialization (Interface).

- Requirements (Operational).

- Scenario (Operational).

- Use (Operational).

An explanation of each of these eighteen white
and black box testing techniques may be found
in software engineering overview texts [2, 3].
Testing techniques are beyond the scope of this
paper, as this paper is designed to illuminate life
cycle methodologies, not testing.

Testing Documents

The IEEE Standard for Software Test Docu-
mentation [4] describes a set of standard test
documents. The purpose of this IEEE standard
isto act as a test document framework, in order
to introduce structure into the test process.
|IEEE recognizes that adding structure through
framework standards is a good method to act as
a basis for creating rational software testing
processes. The testing techniques previously
described may be captured in these documents:

- Test Plan.

- Test Design.

- Test Case.

- Test Procedure.

- Test Item Transmittal.
- Test Log.
- Test Summary.

Testing Levels

Software can be constructed and viewed as a
structured hierarchy of ever increasing granu-
larity [3]. Software may then be tested by
starting with the lowest level of granularity,
proceeding up through software system and ac-
ceptance testing:

- Unit Testing.

- Module Testing.

- Component Testing.
- Subsystem Testing.
- Integration Testing.
- System Testing.

- Acceptance Testing.

Once again, testing levels have been structured
in an attempt to identify, define, and promote
organized, documented, and rational testing.
Structured testing processes are believed to in-
crease the likelihood that software defects will
be eliminated.

What does Testing Do?

According to the IEEE Standard Glossary of
Software Engineering Terminology [1] testing
may be defined in these increasing levels of
granularity:

- Testing is the process of determining
whether final systems or components com-
ply with specified requirements.

- Testing is an activity in which a system or
component is executed under specified con-
ditions, the results are observed or recorded,
and an evaluation is made of some aspect of
the system or component.



For most software projects, software isn't pro-
duced until the end of software lifecycles.
Therefore testing can’'t begin until the end of
software lifecycles. By this time al software
defects have been committed. It would take
more time to eliminate al of the software de-
fects during testing than it would to finish al of
the software processes before testing begins.

Most organizations don’'t construct and execute
the structured testing techniques, documents,
and levels described in the previous section.
Many software projects don’t perform testing at
al. And, the ones that do testing, usualy resort
to operational testing until software executes
reasonable well, ignoring most of the latent
software defect population. Defect laden soft-
ware is then passed directly to customers and
USers.

Exhaustive software testing standards, frame-
works, and techniques, tend to reduce the inter-
est in highly structured testing, not increase it.
The standards and frameworks promote the no-
tion that a robust variety of testing techniques
and structures will increase the likelihood that
software defects will be eliminated. However,
for software projects that don't aready do ad
hoc testing very well, highly structured testing is
not very high on their agenda of priorities either.
While this attitude tends to be changing rapidly,
testing will never be a good method for V&V.

There is some reprieve for testing enthusiasts, as
streamlined testing methodologies have been
created [5]. These testing methodologies cut
through the bureaucracy of encyclopedic testing
standards and frameworks, identifying only the
most essential and effective testing techniques.
According to these testing methodologies,
boundary analysis is an excellent technique for
eliminating software defects. Automated test
case generation for boundary anaysis is now
possible in many instances. However, many of
these techniques would be better served by per-
forming boundary analysis on highly structured
anaytical models, before software is hard-

coded, not after. Furthermore, these techniques
are still not the preferable V&V method. Test-
ing still happens much too late in software life-
cycles, is not halistic and in process, and would
result in the necessity to eliminate inordinately
large latent defect populations.

Lifecycle Frameworks (In Process)

Lifecycle frameworks are a much more progres-
sive form of V&V than testing [6]. Lifecycle
frameworks recognize the existence and poten-
tial selection and use of multiple techniques for
eliminating software defects at each software
lifecycle stage. Lifecycle frameworks are re-
ferred to as in process for this reason. Lifecycle
frameworks in their attempt to be thorough and
holistic have evolved to be encyclopedic tax-
onomies of every concelvable software defect
elimination technique [7]. Lifecycle frame-
works are non-methodological in the sense that
each software project must tailor a new and un-
proven lifecycle methodology by picking and
choosing from hundreds of vaguely defined and
measured techniques.

More Lifecycle Framework Tasks

The IEEE Standard for Software Verification
and Validation Plans [6] identifies thirty-one
optional or additional V&V techniques that are
not considered mandatory. The objective of
these additional V&V techniques is to reinforce
the encyclopedic nature of lifecycle frame-
works, just in case something is missed. The
philosophy is that more is better, and less is bad.
This paper will examine an innovative notion
that less is more than adequate, when it comes
to V&V, and that more is unnecessary and in-
undating overkill. 1t's not necessary to enumer-
ate the additiona thirty-one V&V techniques
here.

Wheat do Lifecycle Frameworks Do?

According to the IEEE Standard Glossary of
Software Engineering Terminology [1] V&V
may be selectively defined as:



- V&V is the process of determining whether
products of each development phase fulfill
the requirements or conditions imposed by
the previous phase.

|IEEE claimsthat V&V frameworks provide uni-
form and minimum requirements for V&V.
|EEE goes on to say that V&V frameworks pro-
vide for a comprehensive evaluation throughout
each phase of software projects to help ensure
that:

- Errors are detected and corrected as early as
possible in the software life cycle.

- Project risk, cost, and schedule effects are
lessened.

- Software quality and reliability are en-
hanced.

- Management visibility into the software
process is improved.

- Proposed changes and their consequences
can be quickly assessed.

Lifecycle frameworks are definitely a step in the
right direction, extending V&V out of testing,
and ushering it right into the beginning of soft-
ware lifecycles. However, like exhaustive test-
ing frameworks, encyclopedic lifecycle frame-
works are perceived as overly bureaucratic, un-
necessary, and unaffordable. If most software
projects won't employ highly structured testing,
they certainly will not consider even more ex-
tensive lifecycle frameworks. The next few
sections will introduce streamlined and more
effective approaches to inundating lifecycle
frameworks, as well as late and ineffective test-

ing.
Lifecycle M ethodologies (In Process)

Lifecycle methodologies, like lifecycle frame-
works, address V&V across all software lifecy-
cle stages, eliminating defects from software
artifacts [8]. That's where the similarities end.
Lifecycle methodologies are streamlined to in-

clude only the most effective and bare minimum
software defect elimination techniques recom-
mended by lifecycle frameworks. Lifecycle
methodologies go on to add holistic and inte-
grated step-by-step metrics and measurement
approaches, thus earning the term methodology
[9]. Lifecycle methodologies also add predic-
tive statistical parametric models, for accurately
estimating software lifecycle resources, soft-
ware defects, and software defect elimination
effectiveness [10]. Lifecycle methodologies are
much more desirable than lifecycle frameworks,
and are literally, orders of magnitude more de-
sirable than testing. Lifecycle methodologies
enable quality to focus on ensuring that proc-
esses are followed (not being reduced to test-
ing), and are more effective and cost-efficient
than lifecycle frameworks, testing, and even
IV&V.

Basis for Lifecycle Methodology

The quantitative basis for lifecycle methodolo-
giesis predictive statistical parametric Rayleigh
models [11]. Rayleigh models are a special case
of the Weibull distribution probability density
curve or function [9, 10, 11]. Rayleigh models
are used to predict defect populations of the to-
tal set of software life cycle artifacts before
software lifecycles begin.

If true, which ample quantitative empirical re-
sults display [11], then lifecycle methodologies
enable what no other reliability model claims to
do. That is, accurately predict the number of
software defects, and allocate the exact number
of resources necessary to eliminate software de-
fects, on a schedule, no less. In addition accu-
rately portrayed defect populations, statistically
correlated to other management indicators, such
as cost, effort, and schedule, serve as the basis
for accurately determining required software
project resources, before software lifecycles be-
gin[9, 11].

The news keeps on getting better, experience
with lifecycle methodologies indicates that, not



only can software defects be largely eliminated
before testing begins, but that dependency on
late and ineffective testing can be minimized [8,
9, 10, 11]. Contrary to the opinion of some
practitioners, Rayleigh models can be success-
fully managed to become asymptotic before
software lifecycles end [8, 9, 10, 11]. That is
software defects may be completely eliminated
before software is actually delivered to custom-
ersor users[9, 11].

However, there still must be an underlying pro-
cess for eliminating and counting defects, in or-
der to manage software lifecycles using lifecy-
cle methodologies. These processes will be de-
scribed in the next two sections.

Software | nspection Process

Inspections are a highly structured and meas-
ured, early lifecycle, in process multiple person
review of software artifacts for the exclusive
purpose of identifying software defects for
elimination [11, 12, 13, 14, 15]. Inspections
were invented by Michael E. Fagan of IBM in
1972, and first made public in a semina paper
in a 1976 issue of the IBM Systems Journa
[15]. Inspections may be used to identify de-
fects in all software lifecycle artifacts through-
out software lifecycles. Therefore, Inspections
are the foundational process for lifecycle meth-
odologies, especialy those exploiting the pre-
dictive and management enabling capabilities of
Rayleigh models. Ironically, Inspections are but
one of hundreds of techniques recommended by
lifecycle frameworks, and are more effective
and efficient than many, if not most lifecycle
framework V&V techniques. And, Inspections
are an order of magnitude more effective and
efficient than testing, minimizing the need for
testing-intensive V& V.

I nspection Process Measurability

Inspections are a highly structured, well defined,
step-by-step process for identifying defects for
elimination. Because Inspections can be so

concisely characterized and described, al as
pects of Inspections can be measured, including
total effort required, as well as the efficiencies
of every aspect of Inspections. On average, a
single Inspection may take 15 hours and un-
cover as many as 15 to 45 defects in software
lifecycle artifacts. Whereas, testing may require
more than 45 hours to identify the same number
defects in hard-coded software alone. Edward
Weller [12], Glenn Russell [13], and Robert
Grady [16] have given the earliest expositions
of Inspection econometrics and models, but
other research available on the World-Wide-
Web has offered explicit econometric Inspection
models [17].

Lifecycle Methodology Accuracy

As previously mentioned, lifecycle methodolo-
gies are based on the use of Rayleigh models.
Rayleigh models are quantitative techniques for
accurately predicting final software product
quality within a tenth of a defect, expressed in
defect density metrics and measures, once they
have been calibrated to empirical data[9, 11].

Rayleigh model-based lifecycle methodologies
have been successfully applied on large-scale
monolithic software lifecycles, most notably
between 1986 and 1996 [8, 9, 10, 11]. Rayleigh
model-based lifecycle methodologies resulted in
the development, conversion, and maintenance
of [8, 9, 10, 11]:

- Eight system-level software products.
- Five compilers.
- Five mgor system utilities.

- Eleven million lines of online help informa-
tion.

- Thirty-two thousand pages of manuals.

- A five hundred thousand line automated
help utility.

- Eleven hundred lines of questions and an-
swers.



- Native support for twenty-five international
languages.

- Five and a half million new sources lines of
code.

- Thirty billion converted source lines of
code.

But this wasn’t the only program, as Rayleigh
model-based V&V lifecycle methodologies
have been applied on many different software
lifecycles. These software lifecycles ranged
from seventy to seventeen hundred new source
line of code systems, all managed to within a
tenth of a defect of accuracy by the time soft-
ware was delivered, extending into field use and
measurement [11]. To deny the existence, ap-
plicability, usefulness, and utility of Rayleigh-
based lifecycle methodologies would be a mat-
ter of personal choice, but certainly not invalid-

ity.

Wheat do Lifecycle Methodologies Do?

Lifecycle methodologies are compliant with the
generic definition of V&V by the IEEE Stan-
dard of Glossary of Software Engineering Ter-
minology, which states that V&V is the process
of determining whether:

- Requirements for a system or component are
complete and correct.

- Products of each development phase fulfill
the requirements or conditions imposed by
the previous phase.

- Final systems or components comply with
specified requirements.

However, lifecycle methodologies are both
more and less than lifecycle frameworks, espe-
cially those recommended by IEEE standards
[6, 7]. Lifecycle methodologies are more, in the
sense that they are predictive, measurable, and
highly effective. Lifecycles are less, in the
sense that they are lean, streamlined, and re-
duced to only the most essential, but highly—ef-

fective V&V techniques. Popular literature fails
to even begin to recognize the existence and ap-
plicability of lifecycle methodologies [2, 3].
However, there is a new wave of literature ex-
pounding the benefits of even more streamlined
and efficient forms of lifecycle methodologies
emerging [18, 19, 20, 21, 22, 23].

COSTS & BENEFITS

The most thorough examinations of the costs
and benefits of lifecycle methodologies were
done by Stephen H. Kan [11], Robert Grady
[16], and even some recent work [17, 23]. Take
for example, an estimated defect population for
ten thousand source lines of code expressed in
defect density metrics. One thousand defects
would not be uncommon. Watts Humphrey has
found the estimated defect population for this
size of program to be as much as fifteen to one
hundred and fifty percent in many cases [19]. It
would take approximately seven hundred and
eight Inspection hours to eliminate as much as
nine hundred defects in a well run Inspection,
while yielding 1.27 defects per hour. Ninety
more defects could be found by testing using
over eleven hundred hours, for a total cost of
eighteen hundred and fifty-two V&V hours us-
ing lifecycle methodologies.

Testing alone would require over eleven thou-
sand hours to eliminate almost nine hundred de-
fects from the same population, in an extremely
well run testing process. Testing would result in
the delivery of over one hundred defects, should
an unwary software manager commit to per-
forming over eleven thousand hours of testing.

Contemporary lifecycle methodologies would
only require four hundred hours to eliminate all
of the defects from the same population [17].
This effort would include development time as
well. Thiswould be an improvement of seventy
eight percent over traditiona lifecycle method-
ologies, and an improvement of ninety seven
percent over testing. The empirical results are
overwhelming and undeniable.



Costs of Methodologies

Assuming that Rayleigh theory is correct, it
would not be advisable to use testing-based
V&V methodologies. Rayleigh models predict
that an overwhelming population of defects ex-
istsin al software lifecycle artifacts by the time
testing begins, if lifecycle methodologies are not
employed [9, 11, 21, 22]. Using testing alone
would overwhelm the testing process, software
lifecycle resources, and inevitably result in
passing a large defect population onto software
customers and users.

Hewlett Packard

Hewlett-Packard reports saving over three hun-
dred and fifty million dollars in software lifecy-
cle costs by the corporate-wide use of Inspec-
tions, between 1989 and 1998 [16]. Inspections
are the linchpin of lifecycle methodologies [8,
11, 17].

Raytheon

Raytheon plans on using the aid of lifecycle
methodologies to save as much as three and a
half billion dollars in corporate operating ex-
penses [24]. Raytheon will be highly dependent
on the defect elimination properties of lifecycle
methodologies described in this paper.

CONCLUSION

At least three conclusive positions can be identi-
fied by this paper:

- Testing is inefficient and happens too late in
the lifecycle: Testing is at least ten times
less efficient than Inspection-based life cy-
cle methodologies [12, 13]. In addition,
testing begins far too late to begin address-
ing the latent defect populations predicted
by Rayleigh models [9, 11]. Most contem-
porary software managers would not con-
cede to performing minimal testing, much
less carry out a program of highly structured
testing (based on the author’ s experience).

- Lifecycle frameworks are inundating, non-

methodological, and not easily understood:
Lifecycle frameworks are encyclopedic and
taxonomic in nature [6, 7]. Lifecycle
frameworks are non-methodological, re-
quiring them to be tailored from a catalog of
techniques [6]. Lifecycle frameworks lack
metrics and measurement-intensive proc-
esses that Inspections have [6, 7]. There is
not one published or publicly available case
study on the quantitative benefits of lifecy-
cle frameworks (based on the author’s expe-
rience).

- Lifecycle methodologies are fast, efficient,

[1]

[2]

[3]

[4]

[5]

measurable, and accurate: The costs and
benefits of lifecycle methodologies are some
of the most measurement intensive industrial
examples of software lifecycles [11, 12, 17,
21, 23]. The inefficiencies of testing-based
V&V approaches are extremely well docu-
mented [12, 13]. Lifecycle frameworks
have been obsoleted by upstart lifecycle
methodologies (based on the author’s expe-
rience).
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